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 Autumn 1 
Autumn 2 mix of topics across 2 week timetable 

Spring 1 Spring 2 Summer 1 Summer 2 

 
Topic 

Cyber Security Algorithms and Programming Reinforcement Databases Computer Systems and Revision Revision and Exams  

Learning 
objectives 

Understand and explain the following 
security measures: 
Biometric measures 
Password systems 
 
Understand and explain the following 
security measures: 
CAPTCHA 
Email confirmation to confirm a user’s 
identity 
Automatic software updates 
 

Understand and use different types of search 
Linear search 
Understand arithmetic operators and variables 
Understand flowchart symbols 
Understand and explain the terms: 
algorithm 
decomposition 
abstraction 
Understand and use different types of search 
Binary search 
Understand and be able to explain how the following sort 
algorithms work: 
Bubble sort 
Merge sort 
Understand arithmetic operators and variables 
Understand and use data types: integer, real, Boolean, 
character and string 
Understand how to determine the correct output of an 
algorithm for a given set of data 
Understand the concept of subroutines 
Understand and use parameters to pass data to procedures 
and functions 
Understand the purpose of a given algorithm and how an 
algorithm works 
Understand how to identify and correct errors within 
algorithms and programs 
 

 Explain the concept of a database 

 Understand the following database 
concepts: 

‒ Table 

‒ Record 

‒ Field 

‒ Primary key 

‒  

 Understand the following data types 
commonly used in databases: 

o Integer, real, float, decimal 

o Text 

o Date, Time, Datetime, Char, 
Varchar 

 Understand the use of foreign keys 

o  

o  

Understand the need for secondary storage 
Understand why secondary storage is required 
Understand the differences between 
main memory and secondary storage 
Understand and be able to give the advantages and 
disadvantages of the different levels of 
programming language, including: 
Low-level languages 
High-level languages 
Be able to explain the differences between machine 
code and assembly language 
Understand the need to translate high-level or 
assembly languages 
Be able to explain the differences between 
interpreters, compilers and assemblers 
Understand the function of cache in the CPU 
Understand the differences between RAM and ROM 
Understand common CPU components including: 
Arithmetic Logic Unit (ALU) 
Control Unit (CU) 
Clock 
Register 
Bus 
 
 

Use PLC to identify area’s of 
weakness and concentrate on 
these 

 

Knowledge/ skills 
to be gained 
 

Define the term cyber security 
Discuss threats to programs and data 
from attack, damage or unauthorised 
access 
Explain the following cyber security 
threats: 
Weak and default passwords 
Removable media 
Define the term malware 
Explain the following cyber security 
threats: 
Misconfigured access rights 
Unpatched or outdated software 
Describe what social engineering is and 
how it can be protected against 
Explain the following forms of social 
engineering: 
Phishing 
Blagging 
Shouldering 
Describe the following forms of 
malware: 
Computer virus 
Trojan 
Spyware 
Describe how malware can be protected 
against 

Define the data types integer, real, Boolean, character, string 
Be able to use Boolean operators 
Create, interpret, correct, complete and refine algorithms 
using flowcharts 
Write algorithms in pseudo-code involving sequence, 
selection and iteration 
Use one-dimensional arrays in the design of solutions to 
simple problems 
Use records in the design of solutions to simple problems 
Use two-dimensional arrays in the design of solutions to 
simple problems 
Declare and use constants and variables 
Use input, output and assignment statements 
Use selection and nested selection statements 
Use NOT, AND and OR when creating Boolean expressions 
Use random number generation  
Use arithmetic operators including MOD and DIV  
List validation checks that can be used on input data 
Complete a trace table for an algorithm 
Select and use suitable test data including: 
Normal,Boundary,Invalid 
Erroneous 
Use local variables and explain why it is good practice to do so 
Explain the importance of validating input data 
Be able to write simple data validation routines 
Be able to write a simple authentication routine involving a 
username and password 
Identify syntax and logic errors 

 Be able to create a table design for a 
flat-file database 

 Use SQL (Structured Query Language) 
statements to search for data:  

‒ Formulate criteria involving AND, 
OR and LIKE 

‒ SELECT, FROM, WHERE, ORDER 
BY statements 

‒ Understand the meaning of ASC 
and DESC for ORDER BY 

‒ Use the wildcard * 

 Use SQL to add, update and delete 
records 

DELETE FROM statements 
‒ INSERT INTO statements 

UPDATE… SET statements 

 Show how relational databases 
eliminate: 

o Data redundancy 

o Data inconsistency 

Be able to design tables with relationships 

Construct truth tables for the following logic gates: 
NOT 
AND 
OR 
Interpret the results of truth tables 
Define the terms hardware and software and 
understand the relationship between them 
Describe how common characteristics of CPUs affect 
their performance including: 
Clock speed 
Construct truth tables for the following logic gates: 
XOR 
Construct truth tables for simple logic circuits 
Explain what is meant by system software and 
application software 
Explain the need for utility programs and an 
operating system which handles: 
processor(s) 
memory 
input/output (I/O) devices 
applications 
security 
Explain the role and operation of main memory and 
the CPU components in the Von Neumann 
architecture 
Describe how common characteristics of CPUs affect 
their performance including: 
Cache size 
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Explain the following cyber security 
threats: 
Pharming 
Explain what penetration testing is and 
what it is used for 
 
 

Learn how to write simple procedures and functions 
Know that subroutines may use local variables which are 
accessible only within the subroutine 
Describe and explain the advantages of using a structured 
approach to programming 

Number of cores 
Explain the purpose and give examples of embedded 
systems 
Explain the operation and discuss the advantages 
and disadvantages of the following storage types: 
Solid state 
Optical 
Magnetic 
Explain the term ‘cloud storage’ and its advantages 
and disadvantages compared to local storage 
Create, modify and interpret simple logic circuit 
diagrams 
Describe the different types of memory within a 
computer, including: 
RAM 
ROM 
Cache 
Registers 
 

Assessment 
 

End of Unit tests based on exam papers 
and low stake testing at the start of 
lessons 

Use of past exam papers and low stake testing at the start of 
lessons 

End of Unit tests based on exam papers and low stake 
testing at the start of lessons 

Use of past exam papers and low stake testing at the 
start of lessons 

  

Links with 
prior/subsequent 
learning 

No prior knowledge is essential with this 
unit.  However, students should have a 
basic understanding of computer 
systems from lessons delivered as part 
of the Key Stage 3 national curriculum.   
 

Year 10 Autumn 1a No prior knowledge is essential with this unit.  
However, students should have a basic understanding 
of computer systems from lessons delivered as part of 
the Key Stage 3 national curriculum.   
 

Autumn 2a   

Literacy/numeracy 
skills 
 

Cyber security, social engineering, 
malicious code, malware, pharming, 
weak password, strong password, 
default password, misconfigured access 
rights, removable media, unpatched 
software, outdated software, cyber 
attack, fake website, penetration 
testing, white-box penetration test, 
black-box penetration test, social 
engineering, blagging, pretexting, 
phishing, shouldering, shoulder surfing, 
virus, trojan, spyware, biometrics, 
password systems, CAPTCHA, email 
confirmation, automatic software 
updates. 
 

Algorithm, decomposition, sub-problems, abstraction, 
pseudo-code, program code, flowchart, inputs, processing, 
outputs, trace tables, algorithm efficiency, linear search, 
binary search, merge sort, bubble sort 

base, flat-file database, CSV, relational database, 
table, record, field, primary key, foreign key, 
inconsistency, redundancy, SQL, SELECT, FROM, 
WHERE, ORDER BY, ASC, DESC, INSERT INTO, VALUES, 
UPDATE SET, DELETE FROM, data type, text, varchar, 
char, integer, real, float, decimal, time, date, datetime. 
 

utility program, processor, memory, input/output 
devices, security, low-level language, high-level 
language, machine code, assembly language, 
instruction set, embedded systems, translator, 
interpreter, compiler, assembler, Von Neumann 
architecture, central processing unit (CPU), Von 
Neumann architecture, arithmetic logic unit (ALU), 
control unit, clock, register, bus, performance, clock 
speed, processor cores, cache, fetch-execute cycle, 
fetch, decode, execute, main memory, random 
access memory (RAM), read only memory (ROM), 

  

 


